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SCHEME OF EXAMINATION

M.Tech. (Information Security)
Regular Programme

FIRST SEMESTER EXAMINATION

Code No. | Paper L I T/P Credits

Theory Papers

MEIS-601 Advance Computer Network 4 - 4

MEIT-603 Introduction to Computer Security 4 - 4

MEIS 605 Cryptography Foundation and its 4 - 4

Applications

Electives (Choose any TWO)

MECS 607 Advanced Operating System 4 - 4

MEIS 609 Decision Support Systems & 4 4

Methods

MEIS 611 Internet Technologies & Applications 4 - 4

MEIS 613 Game Theory & Its Applications 4 - - 4

MEIS 615 Network security and applications 4 4

MEEC-613 Mathematical Statistics and Data 4 4

Analysis

Practical's / Viva Voce

MEIS 651 Security Lab-I - 2 1

MEIS 653 Security Lab-II - 2 1

MEIS 655 Security Lab-II1 - 2 1

MEIS-657* Term Paper - | 2
Total 20 6 25

* NUES: Non University Examination
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SCHEME OF EXAMINATION

M.Tech. - (Information Security)
Regular Programme

SECOND SEMESTER EXAMINATION

Code No. | Paper L T/P | Credits

Theory Papers

MECS-604 Advanced Database Management 4 - 4
System

MECS-602 | Object Oriented Analysis and Design 4 ¢ 4

MEIS 604 Security Testing 4 - 4

Electives (Choose any TWQO)

MEIS 606 Information  Security and Risk 4 - 4
Management

MEIS 608 Technical Foundation for E - 4 - 4
Commerce

MEIS 612 Intrusion Detection and Information -4 - -
Warfare

MEIT 604 Advanced Software Project -+ 4

Management

MEIS 618 Real Time Systems 4 4

Practicals/Viva Voce

MEIS 652 Security Lab-IV y) 1

MEIS 654 Security Lab-V - 2 1

MEIS-656 Security Lab-VI - 2 1

MEIS-658* Term Paper 11 2

Total 20 6 25

*Non University Exam System
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SCHEME OF EXAMINATION

M.Tech. (Information Security)
Regular Programme

THIRD SEMESTER EXAMINATION

Code No. | Paper | L | T/P Credits
Theory Papers
MEIS 701 Mobile & Wireless Network 4 - 4
Security

MECS 717 | Cyber Crime Investigation & 4 - 4
Cyber Forensics

Electives (Choose any Three)

MECS 701 | Data Warehouse and Data Mining 4 4

MEIS 705 Biometric Security 4 - 4

MEIS 707 Strategic Computing & 4 - 4
Communication Technology

MEIS 709 Quantum Information processing 4 - 4

MEIS 711 Digital Defense: Issues in Security 4 - 4

MEIS 713 Cyber laws g - 4

MEIS 715 Financial Mathematics 4 - 4

MECS 705 | Cloud Computing 4 4

MEIS 719 Security issues in Information 4 4
Systems

Practical's/Viva Voce

MEIS 751 Security Lab-VII 2 1

MEIS 753 Security Lab-VIII - 2 1

MEIS-755* | Term Paper-II1 - p 2

MEIS-757 Minor Project - -+

MEIS-759 Lab based on Electives - 1

Total 20 6 29
*Non University Exam System ]
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SCHEME OF EXAMINATION

M.Tech. - (Information Security)
Regular Programme

FOURTH SEMESTER EXAMINATION

Code No. Paper L T/ P Credits
MEIS-752 Dissertation - - 24
MEIS-754" | Seminar - - 4
MEIS-756* Term Paper -1V - - 2
Total - - 30

*Non University Exam System

NOTE:
1. The total number of credits of the Programme M. Tech. = 108.
2. Each student shall be required to appear for examination in all courses, But for the award
of the degree a student shall be required to earn the minimum of 100 credits out of 108.

However only Elective Courses and Term papers may be dropped towards counting for
total credits of 100 to award M. Tech. Degree.

\
réw 74\%7



INSTRUCTIONS TO PAPER SETTERS: Maximum Marks : 60
1. Question No. 1 should be compulsory and cover the entire syllabus and will be of 20 marks.

2. Apart from Question No. 1, rest of the paper shall consist of four units as per the syllabus. Every unit should
have two questions. However, student may be asked to attempt only 1 question from each unit. Each question
should be 10 marks
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Detailed Syvllabus

Semester-1

Paper code: MEIS-601
Paper: Advance Computer Network

LINIT-]

introduction to Network models-180-C5E SNAL Appletatk and TCPAP models. Review
OF Physical kayer and Data Hok lavers, Review of LAN (JEEE 802.3, 802.3, 8021 baig.
FIIDM) and WAN (Frame Relay, ATML ISDIN G standards

LINIT-H

Network layer

ARP, RARP, Internet architecture and addressing. internetworking, 1Pv4, averview of
IPvs, IOMP, Routing Protocols- RIP. OSPE, BGP P over ATM.

Transport layer

Dresign fssues, Connecton managernent, Transmission Control Protocol {TCP), User
Dratagram Protecol (UDPL Finite state mauchine model,

UINT-11

Appacation layer

WWW,DINS, ecomail, SNMP, RMON

Nevwork Seeurity: Cryprography, Firewalls, Secure Socket Laver (SSL) and Virtual
Private Networks (VPN

UNIET- 1V

Case study
Suitdy of various network simuiators, Network performance analysis using NS2

Lext Books: References:

I Hehrouz A Forouzan, = TUPAR Protoco! Sun™, TMH, 2000
2 Tananbaum AL S, “Computer Networks™, 3rd BdL PHEL 1999,
4. Black L, ~Computer Networks-Protocols, Stndards and Inerfaces™. PHIE, 1996,
5. Statlings W, "Data and Computer Communications”, 6th Ed., PIL 2602,
6 Stallings W, "SNMP, SNMPZ, SNMPYI, RMON | & 27, 3vd Ed., Addison
Wesley, 1899,
7. Laurra Chappel! (Ldy, “lmroduction 1o Uisce Router Confipuration”™, Vechmedia,
15999
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Paper code: METT-6003 LTe
Paper: Introduction to Computer Security 314
LINPT-

Chverview of computer seourity: threats, vulnerebilities, controls, visk, conlidentiality, integriy, availabiling, security
policies, security mechanisms. prevention, detection, deterrence, Malicious code, viruses, Trojan horses, worms

UNIT-1E

Basic Cryptography: Stream and block ciphers, Encryplion, Classical oryplosysioms,  symmetric ervptography,

agyrunetvic crvplography, Digital Slanature, Digital certificates, Message digests and anthentication codes
UNIT-I1

Dratabase Security: Security and privacy requirements, reliabdity, integrity, and privacy, miference data mining, k-
anonymity,

Securily in conventional operating systers: Memory, time, file, objeet protection requirements and technigues,
Protection in contemporary aperating svstems

UNIT-1Y

Network security: eavesdropping, spoofing, modification, denial of service attacks, network security technigues
firewalls, virtual private networks, Intrusion detection, wehnigues to provide privacy in Intemet applications amd
protecting digital content from unintended use

Management of security: Security policies. Risk analysis. Physical threats and conrols

Legal aspects of security, Privacy and ethics

Text Books: References:
o Witliam Swliings, “Crvptography  and  Network Securitv: Principles and  Practiee
Pearson, 201

(3th Edition),

2 Atul kahate, "Cryptography und Nepwork Security”™ | Tata MeGraw Hill.2004
3.0 Tulloch, M. “Microsoft Encvelopedia of Networking™ | Prentice Hall of India, 2001
400 Mgt Beshop, “atroduecton to Computer Security . Addison-Wesley, 2005

v

. Michael 1. Goodrick and Roberto Tamassia U Introduction o Computer Security™, Addison Wesley, 2010
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Paper code: MEIS-605 LTP
Paper: Cryptography foundations and its Applicativos I
LNTT-1

Theory, foundations, and applications of modern orvplography. Steganopraphy. One-way Smetions, pseudo-
randomness and random number generators

UNTT-HE

Encryption: authentication, symmetric cryplography, asymmeiric ervptography: public-key crvprosystems, digial
signatures, message authentication codes

UNIT-HI

Remate user authentication, notions of security: zero knowledge mieractive proofs, muit-party eryvpiographic
protecals, key exchange und applications,

UNIT-IY
Crypranalysis of eryptograptiuc primitives and protocals, such as by side-chanme! attacks, differential cryplanalysis.

ar replay antacks: and cryptanalytic techniques on deploved systems etc,

Test Books References;
1. Kahate. A, "Crvprography and Newwork Security” Tata McGraw Hill, 2007,

2. Dels, Hans, “lareduction to cryplography.” Springer, 2004,

30 Cryptography and Network Security by Stalling. PHI

4. Cryptography by Belrouz A, Forouzan, TMH

5. Cryptography & security services, Mechanism & application by Mogellon, Manuel. Cyber teeh. Pub,
& Cryptagraphy and bardware security By Stalling, W PHL




Paper code: MECS-607 LTP

Paper: Advanced Operating System 310

LINIT-]
Comparative study of O8; UNIX, Maltes
LINTT-1H

Lonix File Svstem - Maasurements, The Log - Structured Fite System, Server less Network File syswems The Codu
File systeny

UNIT-H

AFS, Wirtual Memaory, User-Level Virnual Memory, Software Faelt Isolation, On-Demand Distillation. X-Kernel,
Active Messages, Global Network Scheduling, Network Optimization, Synchronization, Scheduling

NPTV

Extensible Operating Systems, Issues of Securiny in OS, Cryprographic file systems

Lest Books References:
Lo ALS Tamenbauny, "Operating Svstern Concept™, Addition Wesley, 2002
2. Silbeeshatz and Galvin, “Operating System Concept”, Addition Wesley, 2002
1o Charles Crowley, “Operating Systems™, Tata McGraw-Hill Edition
4. Branch Hansen, P Operating Systems Principles, Prentice-Hall, 1973
i Tamnenbsum, AL “Maodern Operating Swstem™  Pearson, 2007
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Paper code: ME1S-609 LTP
Paper: Deciston Support Svstems and Methods 3
Unit-d

Innoduction to decision support systems (D88 decsions and decision makers. decisions i the organization,
modeling decisions progesses,

Unit-11

Ciroup decision support systems and groupware technologies, 1388 architecture, hardware and operating svster
platforms

Unit-111

Expart systems and artificial intelligeoce, Introduction 1o data warchousing,
Unit-1y

fntroduction o Data Mining, D85 software ooks, building and implementing D85
Tent Books' References

. Adelman, L. Lvaluating Decision Support and Expert Systems. New York, NY: John Wiley & Sons, 1992,

2.0 Alter. 8. Decision Support Svsterms. Current Practice and Continuing Challenges. Reading, Mass Addisone
Wesley Pub., 1980,

3. Bigdoli. H. Decision Suppoert Systems: Principles and Practices. StPaul, MN: Wast Publishing. 1989

4. Mallach, £.G.. Decision Support and Das Warchouse Systems”, Tata MeGreaw Hill, 2006

S Markas, G.M., “Decision Support Systems inthe 217 Centuny”, Pearson, 20035

6. Burstein, Frada: Holsapple. Clvde W, Handbook an Decision Support System, Springer, 2008




Paper code: MEIS-611 Lty
Paper: internet Technologies & Applications 3qn

UNIT-H

Web L4 search, content networks, user-generated content, blogging, social nerworking, social media, tagzing,
sowial bookmarking, rich Internet applications, weh services, location-based services. Web 2.0 monetszation and
husiness models, Evaluation of web applications, future of the Web.

LNIT-H

Extensible Hypertest Markup Language (XHTMLy XHIML syntax, headings, linking, images. special charaeters
and horizontal rules, ists, tables. forms, internal linking, mota clements,

UNIT-H1

Cuscading Style Shects (CSS) separation of content and presentation. inline stvles, embedded sivie shweets,
confiMLbing stvies, kKinking external style sheets, positioning elements. backgrounds, element dimensions, boy
rede! and text How, media types, buikding o CS§ drop-down menu, user stvle sheets

UNIT-IV

JavaScript: cliert side seripting, control statements, functions, arrays, objects, events,

Document object model: obiects and collevtions. Extensibie Mark up Language (XML) and RSS: Advantages and
applications, strocturing data, XML namespaces, Document Type Definitions {0TDsh XML vocabularies, RSS

Teat BooksRe

I Deite] M. and P 1 Deitell Internet & Workd Wide Webh. How to Prograr, 472, Prentice Hall, ISBN

G131752421, 2008

Freire. M. “Internet Technology & Applications” LCRU Press-2008

Chris  Bates, “Web  Programing  Bullding  Internet Applications”,  2nd Bdsien,  WILFY,
Direamuech
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Paper code: MEIS-613 TP
Paper: Game theory and its applications 316

LINTT-1
Simple Decision Models: Optinuzation, making decisivns, Modeling Rational Behavior, Muaodeling Natural
Selection, Optimal Behavior. Simple Decigion Process: Decision Trees. Srategic Debavior, Randomizing

Strategies, Cptunal Strategies, Markov

UNIT-H

Markov Decision Progess, Static Games! Interactive deciion Problems, Describing static Games, Solving Games
using Domunance, Nash bguilibria, Existence of Nash Fquilibria, Walsarian and other equitibria, Avalysis of
optimal strategies

UNIT-1n

Flate Dynamic Games: Came wees, Information sets, Behavior Strategies. Sub Game perfection, Nash Game
Loultbrium Refinements

UNTT-IV

Games with continuous srategies Sets: Infinite strategy sets, The Coumot Duopoly Muodel. Infinite Dyvnamic
Ciames: Repeated Games, Herated Prisoners Dilemma, Folk Theorems

Text Books:Relerences:

1y James N Webb, “Game Theory: Decision, Interaction and Fvolugion”, Springer International Edition-
Landon

2} Andrew M, Colman., “Game theory and s applisations &,

3} Fric Rasmusen, “Games and information an mtroduction to game theory S Magh

4y Wilhiam F. Lucas, “Game theory and 13 applicattons™. American Mathematic
1981

smatics - 2001
- Society - Mathematies -

LA

Fliion Meadelson, “Introducing game theory and its applications”. Mathematics - 2004




Paper code: MEIS-615 LTP
Paper: Network Security and Applications 310

Unit-1

Fundamentals and Boilding Security: Overvisw of networkiog security, T Us Recommendation, X800, 051 model.
Syvimetric ervptography, Public-key eryptography, Model of network security provess, Definmg seourity zones,
Secure Routing, Secure LAN swiiching,

Unit- 1

Network Security Appircations: Authenicaton applications. L-masl scourity, [P securily, Web scourity, Network
Management security. System Security, Devae seeurity, Intruders, Malicious software,

Lait-111

Components: fibers. amplitiers. Couplers, Isolators & Cireulptors, Switches. Wavelength selective switches (WSSs),

Unit-1v

JoS. Seearity architectures, Physicsd secursty, Vulnersbilities and attacks, Service distuption (S0, Tapping.

Jamming, Reaction to attacks.

Text Books/References:

Willlam Stalfings. Network Security Essentials {2nd edition). Prentice Hall, 2003, (ISBN: 0130351288}

Ssadat Mulik, Saadmt Malik. Network Security Principles and Practices (CCHE Professional Development),
Pearson Fducation, 2002, (ISBN: [ 587050230

3y Sivealingam, Kirshna, M, "Emerging Optical Network Technologies”™, Springer - 2004

41 Rame Sawamal, Rujeey, “Optical Networks™ | Elesvier -2006

SySenior ). aptical fiher commumeations, principles & practice, PHE

1 William B. Jones jr., Introduction to eptical fiber communication systems, Holt, Rinehant and Winston, ine
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Paper code: MEEC-613 LTEPE

Paper: Mathematical Statisties and Data Analvsis

fand
o
o

Unit-d

Introduction

The hasic goal of statistics: draw conclusions based on data. Varicus aspecis of statistics rang
the question. designing exporiments o address the gquestion. collecting the data, and analyzing the dam Random
sample drawn from a parameterized tamily of distributions, Review of Prebability: Sample spaces and events,
Kelmogoroy's axioms, principles of combinatorics including permutations and combinations, conditional probability
and independence. Baves' theorem, random variables, probability mass functions for discrete random variables,
probability density funttions for continuous random varigbles, cuomulative distribution functions, expected value,
mezsn and variance of a distribution. selected diserete and continuous distributions.

from formulaimg

Lnit-11

Uollecnng Data: Types of staistical studies, observational studics, basie sampling designs, Sumumanzng and
Lxplormg D, Sampling Distributions of Statstics: Sampling Distribution of the Swnple Mean, Sampling
Dnstribution of the Sample Variapee, Swudent's e-distribusan, Snedocor-Fisher's F-distribution

Linit-H1

Basic Concepts of Infergnce: Point Lstination, Maximum Likelthood Dstimation, Confidence Interval Estimation,
Hypothesis Testing, Likelihood Rane Tests: inferences for Single Samples: Inferences on Mean {Large Samples),
Interences on Mean (Small Samples), hiferences on Variance (if time permits)

Lipit-ly

Sumple linear regression and correlation: The least squares method, The model for simple Hinear regression, Fitting a
Hne, goodness of fit, Swatksocal inference with the simple linear regression model, predMEion and confidence
mtervals, Regeession diagnostics. Multiple finear regression. The model for muliiple linear regression. Guoodness of
it multiple correlation coefficient, Arrays, matrices. and lnear algebra for muliiple linear regression, Statistical
wterence for multple regression, ANOVA wables | Introduction to Bavesian Inference. Principles of Bayvesuan
statistics. The Bernoulll process, The Poisson proecess. The normal process,

Texthook:

1. Statistics and Date Analvsis by At O Tambane and Dorothy [ Dunlogpe Prentee-Hall, 20000 ISBN -1 3

744426-5,

i
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Paper code: MEIS-68] LTeP

Paper: Seeurity Lub -1 004

Lab will be sccording to the course of Advance Computer Network
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Paper code: MEIS-653

Paper: Security Lab -1

skt internal evaluation 60 marks: external evaluation

Lab will be according 1o the course of Introduction 1o Computer Security,



PRACTICALS

Paper: Code MEIS-855 LT B
Paper: Security Lab 11 004

L A0 marks: internal evaluation o0 marks: exiernal evaluation

Lub will be according 10 the course of Cryprography foundations and s Applications




Paper code: MEIS-687#
Paper: Term paper-|

| 100 mrks: imternal evaluation
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